MISSOURI AIR GUARD DSG VACANCY ANNOUNCEMENT

Position Title, AFSC, and Grade: Location:
Position Title: INFORMATION OPERATIONS Location of Position: JeffersonBarracks ANGS
AFSC of Position: 14FX Unit Assigned: 257COF
Grade of Position: O-5/LTC Unit Address: 28 ShermanAve, St Louis, MO 63125
Additional Information: For More Information and application submission:
o ) Lt Col G. Kyle Hawleyor Lt Col Eric White:
This is a Drill Status Guardsman (DSG) announcement. 314-527-8500
Closing date: 22-Apr-2024 eMAIL applicationto: glen.hawley.2@us.af.mil
eric.white.2@us.af.mil

Applications will be accepted from the following:

Applications will be accepted from qualified candidates who meet the requirements below and
turn in required documentation (as outlined below) by close of business: 22-Apr-2024

Individuals must meet the following requirements:

. Air Force Specialty Code (AFSC): ANY

. Secret security clearance is required:

. Current Military Grade Requirements:

. Member must also meet the requirements of DAFMAN 36-2905 & AFI 36-2109 and other regulations as required. Not eligible
for or be receiving an Immediate Federal Retirement Annuity (military or civilian).

. Must be available in person for hiring boards, which will be conducted: 03-May-2024 Preferred start date: 03-Jun-2024

6. Missouri Air National Guard membership is required.

AW N =

9]

Optional requirements determined by Unit:
7. Individuals must meet be eligible to acquire a Top Secret/SCI security clearance
8. Additional requirements outlined on attachment: 257COF 14FX DSG VACANCY ANNOUNCEMENT 20240209

Individuals must submit the following required documents:

1. Record Review Update from v-MPF (all pages).

2. Print out of most current fitness tracker report from myFitness.

Optional required Documents determined by the Unit:

@ Record Review RIP from MILPDS within last six months
[] DD Form 469 (if applicable)

@ Resume

[ oOfficial Biography

[E] Last 3 military performance reports and AFOQT scores

If you are unable to provide any of the documents above by the closing date, a memorandum must be submitted explaining
why that document is not available or included.

The Missouri Air National Guard is an Equal Opportunity Employer




DEPARTMENT OF THE AIR FORCE
HEADQUARTERS 131ST BOMB WING (AFGSC)
509 SPIRIT BOULEVARD
WHITEMAN AIR FORCE BASE, MISSOURI

FEBRUARY 9, 2024
MEMORANDUM FOR RECORD
FROM: 257 COF/CC

SUBJECT: ADDITIONAL REQUIREMENTS FOR 257COF 14FX DSG VACANCY
ANNOUNCEMENT

1. Non-AFSC qualified individuals must undergo position-specific training, potentially including OTS and
14FX technical training.

2. Applications will be accepted from Non-Prior Service, Enlisted and Officers with a maximum military
Grade of O-5.

3. Reference AIR FORCE OFFICER CLASSIFICATION DIRECTORY (AFOCD) for specific AFSC
requirements.

HAWLEYGLEN . K 5133\/1‘%‘??51?N9&YLE.11159391
YLE 1115939196 geaie: 2024.02.08 11:45:21 -06'00

G.KYLE HAWLEY, Lt Col, USAF
Commander



AFOCD, 31 Oct 23

*INFORMATION OPERATIONS UTILIZATION FIELD (14FX)

Introduction
(Changed 31 Oct 23)

* The Information Operations (I0) Utilization Field encompasses the use of social science principles across four functional
competencies (analysis, planning, integration, and assessments) to drive desired behaviors from target actors. To do this, IO officers
integrate physical and informational capabilities to mold perceptions, attitudes, and decision-making of relevant actors. 10 officers
specialize in three core disciplines: Deception Activities, Military Information Support Operations (MISO), and Operations Security
(OPSEC), in order to better integrate and synchronize these and all information capabilities to achieve an information advantage for
commanders and national-level decision makers while affecting our adversaries' decision-making capabilities. IO officers employ these
disciplines to tailor the informational aspects of supported operations in the information environment.

Excluded from this utilization field are primary responsibilities for the intelligence, surveillance, and reconnaissance (ISR) activities
which are included in the Intelligence utilization field (14N); functions dedicated to research of computer hardware and software,
communications and computer security which are included in the Cyberspace Operations utilization field (17X X); counterintelligence
functions which are included in the Special Investigations career area (71SX) and the information functions to US audiences included in
the Public Affairs career area (35P).

Full development as an Information Operations Officer requires eligibility for access to sensitive compartmentalized information
(SCI) and Top-Secret material.
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AFOCD, 31 Oct 23

AFSC 14F4, Staff
AFSC 14F3, Qualified
AFSC 14F1, Entry

*INFORMATION OPERATIONS
(Changed 31 Oct 23)

1. *Specialty Summary. Leads and applies social science principles across four functional competencies: analysis, planning,
integration, and assessments throughout the full range of military operations to influence perceptions and behavior, and to drive action
or inaction of relevant actors. 10 professionals coordinate, integrate, and synchronize information capabilities with military operations
to achieve an information advantage over adversaries. 14F personnel leverage information and the integrated joint planning
environment to achieve commander's objectives in an increasingly pervasive, dynamic, and interconnected information environment
(IE). Additionally, IO officers possess core disciplines in Deception Activities, Military Information Support Operations (MISO), and
Operations Security (OPSEC). Finally, IO officers perform IO management/staff functions to include acquisition, career broadening,
doctrine production, education and training, financial management, human capital/force management, information technology,
modeling and simulation, policy, research and technology, security, and strategy.

2. WDuties and Responsibilities:

2.1. *Uses access to the Joint Worldwide Intelligence Communications System, Tier 5 (T5) information systems or similar
classified/privileged information environments to provide insight into adversary intentions, weaknesses, and potential
vulnerabilities in a timely manner that allows expedient operational design and faster completion of friendly observe, orient, decide,
act (OODA) cycles. Characterizes, forecasts, anticipates, and seizes the initiative in the IE to support the joint force commander’s
decision superiority and integrates [E outcomes with Operation Environment. Equips policy makers, planners, and targeteers with
the tools to maintain or influence perceptions and attitudes that drive behavior and decision-making of key leaders, groups, and
organizations, enhancing air power effects through the IE and increases permissibility of all operations, activities, and investments
(OAI) across the spectrum of conflict and peacetime engagements.

2.2. Manages planning for flexible and adaptive operations through the joint planning process in support of higher headquarters’
and commander’s objectives and desired effects. Identifies 10 scope, planning support requirements, relevant aspects, and centers of
gravity of the physical, informational, and cognitive dimensions of the IE. Recognizes desired and undesired effects that support or
degrade Joint Force Commander’s information objectives and recommends effects and activities that support tasks in the IE, while
calculating 2" and 3™ order effects. Ensures consistency and credibility of actions, words, and deeds through comprehensive
coordination. Understands the fundamental concepts, principles, and doctrine required to develop the air portion of a joint/combined
campaign plan and ensure 1O supports the strategic end states.

2.3. Directs the synchronized planning, execution, and assessment of kinetic and non-kinetic capabilities into the targeting cycle to
effectively wage information warfare throughout the full spectrum of military operations. Provides considerations for targets that are
vulnerable and susceptible to operations in the IE, capabilities that can be applied to achieve the desired effects of those operations,
and how to assess the results once those capabilities have been applied. Leads and develops kinetic and non-kinetic capability
requirements as part of the effects-based approach to targeting for both preplanned and dynamic situations. Serves as the primary
subject matter expert throughout the target nomination and review process for human targets that, if engaged, will create a desired
effect within the operational environment.

2.4. *Drives the coordination and integration of information capabilities with Service, Joint, and Interagency organizations.
Adpvises leadership regarding implications, execution, analysis, theories and research findings relevant to the disciplines of
Deception Activities, MISO, and OPSEC. Synchronizes and provides strategic guidance emphasizing the importance of
informational and physical effects integration within USAF and Joint operations during execution to shape the IE in support of
military operations.

2.5.  *Leads IO focused input to assessment plans and evaluates data to provide 1O related assessment recommendations. Assesses
the IE to identify decision makers, factors that guide the decision-making process, and infrastructure that supports and
communicates decisions. Analyzes a wide variety of scenario related products including reports, survey and polling information, and
open-source documents and evaluates 10 objective status based on developed measures of effectiveness (MOE) and MOE indicators.
Identifies information capability shortfalls, changes in parameters and/or conditions in the IE, and resource issues that may impede
joint 10 effectiveness. Ensures that desire effects in support of the commander’s objectives are well-defined, measurable and provide
feedback to commanders, operators, and planners as operations evolve.

3. *Specialty Qualifications:

3.1. *Knowledge. Knowledge of 10, MISO, Deception Activities, MILDEC, and OPSEC, including the application, integration and
synchronization of information capabilities to influence, disrupt, corrupt or usurp the decision making of selected audiences to
create desired effects.

3.2. Education. For entry education requirements for the 14FX AFSC, see Appendix A, 14FX CIP Education Matrix.

3.3. Training. For award of AFSC 14F3, the following training is mandatory:

3.3.1. *Completion of Information Operations Professionals Course (IOPC); or

3.3.2. *Information Operations Integration Course (I0IC); and

3.3.3. *Information Operations Integration Course- Military Information Support Operations (IIC-MISO) or

Psychological Operations Qualification Course (POQC); and

64



AFOCD, 31 Oct 23

3.3.4. *Air Force Operations Security Course (AFOC); or
3.3.5. *Similar courses as approved by the 14F Career Field Manager, Career Field Functional Manager, or Career Field Authority.
3.4. *Experience. The following experience is mandatory:

3.4.1. *For award of AFSC 14F3, a minimum of 36 months of experience in a 14FX position is mandatory. Experience must include
assignments performing career field functions as described in paragraph 2, Duties and Responsibilities.

3.4.1.1. *A master's degree in one of the specified disciplines in Appendix A, 14FX CIP Education Matrix fulfills 12 months of the
required 36-month requirement.

3.4.1.2. %A Doctor of Philosophy degree in one of the specified disciplines in Appendix A, 14FX CIP Education Matrix fulfills 18-
months of the 36-month requirement.

3.5. *Other. Entry and retention in this specialty requires routine access to the Joint Worldwide Intelligence Communications System,
Tier 5 (T5) information, systems or similar classified environments. For award and retention of AFSC 14FX, adjudication of a current TS
Investigation in accordance with DoDM 5200.02 AFMAN 16-1405, Air Force Personnel Security Program, is required.

NOTE: Award of the entry level without a completed T5 Investigation is authorized provided an interim Top Secret security clearance has
been granted according to DoDM 5200.02 AFMAN 16 -1405.
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14F — Information Operations - Education Matrix
14F — Information Operations — Education Requirements

AFOCD, 31 Oct 23

30.17XX Behavioral Sciences
Or
42.01XX Psychology, General
Or
> 70% 42.27XX Research and Experimental Psychology Mandatory
Or
45.11XX Sociology
52.14XX Marketing
Or
30.23XX Intercultural/Multicultural and Diversity Studies
<15% Or Desired
30.26 Series Cultural Studies/Critical Theory and Analysis
Or
09.0902, 09.0903 or Public Relations, Advertising, and Applied
09.0907 Communication
45.09XX International Relations and Affairs
Or
45.02XX Anthropology
Or
30.25XX Cognitive Science
<15% Or Permitted
9.01XX Communication and Media Studies

*NOTE - Education Requirement can be waived by 14F CFM; 24 months of experience in Information Operations functions is
required to be considered for waiver.
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